
Read this message in Standard Chinese  
 
Read this message in Korean 
 
Hello, 
 
Recently, a few students in the MICA community have been victims of fraudulent job offer scams that 
purport to extend an offer of employment that includes requiring the student to send money to another 
party. THIS IS A SCAM. We want to advise all students of these employment scams and provide 
information on how to stay safe in the job search process.  
 
No legitimate employer will send payment and ask the employee to send a portion of it back. DO NOT 

provide any personal information, especially social security numbers or financial information! Trust 

your instincts. If a job sounds too good to be true, it is likely a scam. 

Some job scams are easy to spot while others appear legitimate. Scam job offers can come through 
LinkedIn, the contact section of your website, email or other sources.  Remember, the Career 
Development Office is here to assist you. If you are unsure about an email or job offer, do not respond to 
the sender. Instead, forward the email/message to Career Development at 
careerdevelopment@mica.edu for review and discussion. 

So, how do you know who to trust? You can start with these basic guidelines to avoid a potential scam.  

Beware of emails, job postings and employers who… 

● Send you a check for more than you agreed to be paid and ask you to send a money order or 

check back to them for the overage 

● Offer to send you a check before you do any work 

● Ask for your credit card or bank account numbers 

● Ask for copies of personal documents 

● Say you must send payment by wire service or courier 

● Ask you to pay for equipment, software or other “work related” expenses up front 

● Want you to transfer money from one account to another 

● Complete the interview process over Google Chat or other virtual messaging system 

● Send you an unexpectedly large check  

● Do not indicate the company name 

● Come from an email address that doesn’t match the company name  

● Offer to pay a large amount for almost no work 

● Offer you a job without ever interacting with you 

● Have typos, misspellings or grammatical errors in their correspondence 

https://drive.google.com/file/d/134c-asj0etV053vZuShmnvgAjKOFYq6H/view?usp=sharing
https://drive.google.com/file/d/16kTOGQ0diRzgd5OL87qqQ8knaUqEamMY/view?usp=sharing
mailto:careerdevelopment@mica.edu


● Ask you to pay an application fee 

If You Think You’re a Victim 

If you think you fell for a scam, protect yourself by stopping any further communication. 

1. Change any passwords on accounts that were involved in the scam 

2. Contact any financial institutions involved 

3. File a police report with your local law enforcement 

4. File a complaint at the Internet Crime Complaint Center (IC3) 

Additional Resources for Information 

https://www.consumer.ftc.gov/articles/0243-job-scams 

https://www.ic3.gov/ 

https://www.creativecircle.com/blog/protect-job-scammers-fake-job-offers/ 
 
https://www.thebalancecareers.com/top-job-scam-warning-signs-2062181 
 
Students and alumni are solely responsible for verifying the accuracy of any third party internship or job 
offer. MICA assumes no responsibility and disclaims all liability for the content, accuracy, completeness, 
legality, reliability, or availability of any internship or job listing or promise of subsequent employment.  
 
 

https://www.ic3.gov/
https://www.consumer.ftc.gov/articles/0243-job-scams
http://mgt.buffalo.edu/content/dam/mgt/Internships-and-Experiential-Learning/Documents/safetytipsforyourjobsearch1819.pdf
https://www.ic3.gov/
https://www.creativecircle.com/blog/protect-job-scammers-fake-job-offers/
https://www.thebalancecareers.com/top-job-scam-warning-signs-2062181

